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THE NEED FOR LAN SECURITY 

In the past, enterprise LANs were built assuming that threats come from outside the enterprise, and that all 
internal users are equally trustworthy. This was the case at one time, when the endpoints were provided and 
managed by the enterprise, and before a general expectation of Internet access became a perquisite of the 
workplace. In those days, good security meant a good perimeter firewall and maybe some desktop anti-virus 
software. 

It is now well accepted that things have changed drastically, creating a need for additional security measures 
within the LAN itself. It is no longer easy to control what devices are attached to the internal network – user 
laptops shared with other family members, PDAs, even cell phones can “plug and play,” get a dynamic address, 
and access just about anything, from party mailing lists to HR benefits to business critical applications. 
Furthermore, business reasons have caused the LAN to be opened up to guests, temporary contractors, and 
outsourcing partners, among others – regardless of whether these users had unmanaged or even unmanageable 
endpoints. 

There is growing recognition that LAN security has to go beyond the desktop and into the network infrastructure 
itself. Not only can security software not be relied upon to be installed and functional, such software is fairly 
easy to circumvent or disable. The desktop operating systems in wide use by enterprises today have been 
designed also for mass market appeal – ease of use features, especially ease of installation, enables a variety of 
applications for entertainment as well as productivity, but also introduces the potential for misuse as well as 
unintentional installation of spyware and other malware. 

LAN security basically provides, or rather restores, two benefits. One is control, both of who is on the network 
and what devices they are using, as well as what they are allowed to do. The other is availability, the ability to 
protect the network infrastructure from malware attacks and maintain business continuity. 

PLANNING AND DEPLOYMENT 

Once the need for LAN security is recognized, what should be the next steps? A successful LAN security 
deployment has to address specific problems. Hence, the first steps should be to formulate goals - prioritize the 
problems and list the criteria against which to measure success. 

What are the main problems? 

The following are examples of typical LAN security issues, formulated both as problem statements and as LAN 
security goals. 

• Unauthorized Access – anyone with physical access to the network has unrestricted access to all systems 
on the LAN. As a result, sensitive or critical assets can be accessed and possibly attacked by anyone 
connecting to the network, including guests, temporary workers, and even non-staff (e.g., janitors). 

• LAN Security should both control access to the network itself, and provide differentiated access based 
on need to know. In particular, which is more important, protecting the network from unauthorized 
users, or protecting servers from unauthorized access? 

• Endpoint Integrity – vulnerable endpoints can introduce the risk of penetration by outsiders. 
• LAN Security should be able to define policy criteria for compliant endpoints, identify endpoints that are 

out of compliance both at the time of initial access and continuously during user sessions, and assist 
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remediation to bring endpoints into compliance without the need for a helpdesk call. What kinds of 
access should non-compliant endpoints be allowed? 

• Resilience and Availability – malware on infected end systems can try to infect other end systems, attack 
critical network infrastructure, or mount denial of service attacks, among other things. 

• LAN Security should detect and identify threats, and be able to take preventive action commensurate 
with the seriousness of the threat. Policy questions here abound, such as is it more important to know 
about the malware, or automatically react? In either case, network functioning might be disrupted or 
compromised. 

• Regulatory Compliance Verification – there is no visibility as to who is accessing sensitive or critical 
assets on the network, or even who is using the network itself. 

• LAN Security should provide summary reports, in appropriate levels of detail, as to network usage. 
These would ideally provide an inventory of which systems are connected to the network at specified 
times. Which particular reports are required by the enterprise? 

What constitutes success? 

Criteria to be verified could be: 

• Effectiveness – does the solution work? Ideally, a LAN security solution detects and blocks any and all 
worm-like behavior, and allows only accesses authorized by corporate policy. This includes resistance to 
evasion or subversion, or to users attempting to get around access controls. 

• The User Experience – minimal disruption, education, informed in the case of restricted access. 
• Maximal Coverage of Intended Clients – for example, guests, domain members, non-Windows users 
• Continued Management Viability – ability to create and deploy new policies and define new user groups 

to implement corporate policy, without special training or confusion. 

DEPLOYMENT GUIDELINES 

The following are general guidelines for planning a LAN security deployment. 

Gather information first 

Users should be unaware that new LAN Security measures have been deployed and the network works as before. 
In particular, user behavior should not be required to change, and a single sign on experience should be 
maintained where appropriate.  

In this phase, identify systems that are compliant and non-compliant, and use this to refine policy. Would critical 
systems fail because the policy is too restrictive? How many systems are “dumb” devices (phones, printers, etc) 
and need to be pre-authenticated? What are users accessing? Should appropriate use enterprise policies be 
defined or refined? 

This type of information should be gathered in a monitor only mode and the LAN Security solution should 
provide tools and reports to help visualize resources and activity on the network. Where possible existing policy 
information should be imported from existing policy stores on the network such as Identity Management 
systems, Directories, etc. 
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Start Small with Friends 

Add a few informed users, generally IT staff. Test what works and what doesn’t on a relatively small user group 
motivated to supply feedback. In general, controls, such as user access and endpoint compliance policies, should 
be incrementally refined to apply tighter control. 

Scale to Larger User Populations 

Up front user education is important. Users need to be informed that their access may be restricted if their end 
system or behavior is not consistent with enterprise policy. LAN Security solutions should also provide a 
feedback loop to the user that informs them what is happening. Ideally messages will be configurable to ensure 
they are delivered in the context of each particular organization and it’s security policies. 

Enable Features Incrementally 

Ideally security measures, specifically enforcement, should be introduced in phases. This gives time to 
understand the effects, both planned and unexpected. By running the system in monitor only mode, but with 
alerting enabled, a view of potential trouble spots can quickly be assessed and reported before enabling 
enforcement. 

EXAMPLE OF A PHASED DEPLOYMENT 

The following are more specific phases typical of a LAN security deployment. Although modeled after a Nevis 
LANenforcer deployment, the phases would be similar for any LAN security solution that supported both pre-
connect and post-connect mechanisms. 

• Install and configure in monitor-only mode. 
• Enable user authentication so that user activities can be tracked. 
• Enable endpoint integrity checking in monitor-only mode. 
• Enable access controls and basic policy enforcement. 
• Enable advanced policy enforcement, including threat detection and prevention. 

Installation and Initial Configuration 

The first phase, installation and initial configuration, should be straightforward. 

Once installed, the LAN security device should be placed in monitor-only mode. In this mode, it would only 
send events to a log collector but otherwise passes traffic. Routine events track and display connections by 
source MAC and IP address, and destination service and server IP address, and provide reports detailing network 
usage. At this stage, critical alarms may be raised if malware activities are detected, but such traffic would not be 
blocked or otherwise restricted. 

Configure User Authentication 

The next phase is to configure AAA servers in order to enable user authentication. Users may be required to 
authenticate in order to access the network, or be allowed to optionally access without authentication. After this 
step, sessions are identified with a user, and usage reports can now be provided by user.  
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Configure Pre-Connect Endpoint Integrity 

In the next phase, enable endpoint integrity checking on applicable endpoints, again in advisory only mode. 
After this step, it should be possible to assess the effectiveness of endpoint policies for both compliant and non-
compliant endpoints. In particular, systems that should be exempted, such as printers or servers, can be identified 
and configured. 

Enable Access Control Policy and Enforcement 

In the next phase, define a set of access control and quarantine policies in order to enable enforcement. Begin by 
defining the different user groups, and associating external users with these groups based on LDAP or RADIUS 
attributes. These policies would typically include: 

• Pre-login policies that allow restricted access, so that endpoints can be configured on the LAN but not 
do any damage. In particular, Windows endpoints need to access the domain controller in order to be 
configured with Group Policy Objects, for example, during startup. 

• Guest or default policies, that allow additional access consistent with enterprise policy. Example guest 
policies are provided that allow Internet-only access to specific services, such as Web or email. These 
can be customized as required, for example, to allow access to a specific internal Web server. 

• Quarantine policies, that allow restricted access to remediation servers, or that redirect user Web 
sessions to an internal server that provides instructions or other directions. There can be different 
quarantine policies for clientless endpoint integrity by platform. 

• Employee policies, which generally would allow unrestricted access to most of the network but which 
might restrict certain access to specific user groups. 

At this point, differentiated access control enforcement can be enabled for common basic classes of users. Also, 
endpoint integrity compliance enforcement can be enabled, if desired. 

Advanced Policy and Threat Detection Enforcement 

This last phase enables threat detection and enforcement policies. This involves two steps, defining threat 
quarantine policies, and enabling prevention actions. Prevention actions should not necessarily be draconian 
quarantine or blocking policies. In fact, policies that do provide wholesale blocking, or banishment to quarantine 
VLANs, are most likely to cause disruption to the end user experience and ultimately increase help desk calls. 
The best solution here is to filter out Malware traffic on a flow by flow basis without stopping the end user from 
going about their normal daily tasks. This transparent approach to Malware containment minimizes the impact 
on the user population and the IT department while protecting the network and it’s resources. Identity based 
reporting that can instantly tie a user to a Malware outbreak should also be employed to profile trends and 
conduct forensic analysis. 

NEVIS LAN SECURITY 

Nevis Networks is the cost leader in Persistent LAN Security solutions that protect information privacy and 
integrity, provide user-based visibility, and maintain regulatory compliance and business continuity. Nevis’ 
innovative ASIC-based LANenforcer product line integrates pre-connect NAC functionality, with post-connect 
identity based access control and continuous, multi-method threat detection, as well as detailed event logging. 
This highly integrated solution can be deployed as a switch or as transparent appliance overlay, securing wired, 
wireless, remote and branch office Enterprise users, whether they are employees, partners, contractors or guests. 
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Figure 1. Nevis LANenforcer Deployment Options 

Nevis LANenforcers facilitate a phased deployment, as described above, by providing a number of different 
rapid deployment tools including configuration wizards and an out of band monitoring mode that enables traffic 
to be profiled extensively before moving the LANenforcer in-line to enforce policies and controls. Once a 
LANenforcer is deployed and operational, an enterprise can create more specific user groups and profile user 
activities for that group, in order to derive appropriate access control policies. Reports then identify destination 
servers and applications, in particular critical network assets, and by reconciling these with corporate policies the 
administrator can derive specific advanced user group policies that allow or deny access based on need. 

The multi method threat detection integrated into the fabric of the Nevis LANenforcer also provides 
comprehensive reactive security to identify and filter out Malware and attacks that do infiltrate the network. 
Selective and intelligent flow filtering provide a transparent user experience in most cases, but microsecond 
detection and the ability to associate a user’s identity and location with an incident also mean that the most 
heinous incidents can be stopped in their tracks at the source, and if necessary the offending endpoints 
quarantined on an individual basis before any damage to the network or business is done. 

  



 

Nevis Networks | Best Practices for Deploying NAC and LAN Security  7 

About Nevis Networks 

Nevis Networks provides innovative LAN security systems designed to help corporations protect information 
privacy and integrity, ensure network availability, and maintain regulatory compliance. Nevis LANenforcer 
product family integrates NAC with the deepest threat containment at wirespeed to create a "Personal DMZ" 
around every user on the LAN. 
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