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Executive Summary 

The increasing complexity of networks and ubiquity of endpoints has 
created a situation where organizations are having a harder time 
identifying and tracking the activities occurring in their computing 
environments.  Network Access Control (NAC) was conceived to 
address the risk associated with remote endpoints accessing an 
enterprise network. 

Conceptually, NAC follows a five step process – identification/authen-
tication, posture assessment, containment, remediation, and recovery. 
There are typically two or three products working together to 
accomplish the goals of NAC. This ecosystem approach, along with a 
variety of techniques that can be used within it, creates a significant 
amount of confusion.  To further complicate matters, NAC’s limitations 
presuppose a more strategic type of LAN Security for the future. 

This white paper defines the various flavors of NAC and highlights its 
value proposition. It also describes its limitations and how thinking 
more comprehensively can increase the value of NAC as it evolves into 
a fuller LAN Security approach. 

About Spire Security  

Spire Security, LLC conducts market research and analysis of information security 
issues. Spire provides clarity and practical security advice based on its “Four Disciplines 
of Security Management,” a security reference model that incorporates and relates the 
functions of identity management, trust management, threat management, and 
vulnerability management. Spire’s objective is to help refine enterprise security 
strategies by determining the best way to deploy policies, people, process, and 
platforms in support of an enterprise security management solution. 

This white paper was commissioned by Nevis Networks. All content and assertions are 
the independent work and opinions of Spire Security, reflecting its history of research in 
security audit, design, and consulting activities. 
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LAN Security Today 
Enterprise networks today have proven themselves as a mandatory business 
infrastructure item by laying the foundation for communications within 
organizations, with business partners, and with the public Internet. The popularity 
of networks is both an opportunity and a challenge for network architects to manage 
the growth while providing appropriate controls. This is a challenge that comes from 
an asymmetry between the highly-scalable networks and their not-as-scalable 
network engineers charged with maintaining them who have trouble keeping up. 
While this mismatch may be great for job security, it creates a problem for LAN 
security. 

With networks becoming pseudo-public infrastructure, organizations must work 
diligently to protect themselves. The Blaster worm highlighted the weaknesses in 
network security controls by bypassing firewalls using “trusted” endpoints from 
remote employees and/or contractors. While the incidence of worms has declined 
significantly in recent times, network architectural weaknesses remain the same – 
most enterprises have dynamic, porous networks that provide relatively easy access 
for automated attacks like fast-moving worms as well as targeted manual attacks 
from hackers with a grudge. 

The concept of Network Access Control (NAC) was introduced to address the need 
for stronger network security to protect against these types of threats. It was 
popularized by Cisco when it introduced the notion of Network Admission Control, 
but has since taken on a life of its own, with many security solutions providing 
capabilities that fit into the paradigm. 

NAC in a Nutshell 
In its basic form, NAC is simply a way to reduce network exposure of any single 
endpoint through the close inspection of endpoints. NAC achieves this goal by 
creating a control ecosystem that uses contextual information about the security state 
of an endpoint to determine what type of network access the endpoint should be 
provided. 

From a process perspective, there are five basic steps to NAC – identification; 
posture assessment; quarantine; remediation; and recovery. 

1. Identification/Authentication – A variety of techniques may be used to 
determine that a new endpoint has been connected to the network and must be 
evaluated. Identification can happen at the lowest levels, as with ARP (address 
resolution protocol) requests or more commonly at higher levels as with an 
authentication request. Identification is the discovery mechanism or set of 
mechanisms that trigger the interrogation of the endpoint. 

2. Posture Assessment/Interrogation – Once a new endpoint is discovered, it is 
inspected to assess its security posture. Usually, the assessment verifies the 
existence and currency of firewall, antivirus, and anti-spyware policies and 
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confirms patch levels. Sometimes, this evaluation goes deeper to look for OS 
configuration and vulnerabilities and even identify existing threats such as 
resident malware. The results of the inspection provide the necessary context for 
the network to make the allow/deny decision. 

3. Quarantine/Containment – If the inspection results show a security posture that 
does not meet corporate security standards, then the endpoint is quarantined or 
otherwise isolated from the network. Some resources may be provided but access 
to more significant organizational resources is restricted. This quarantine serves 
to protect “clean” endpoints on the enterprise network. This step begins the most 
significant development from previous security measures that would have 
simply dropped the connection. 

4. Remediation – After the containment of an endpoint from the “good” network, 
NAC solutions often provide a way to resolve the identified problems. 
Remediation capabilities typically include firewall and antivirus updates and 
patch application. This step is not always followed, since some endpoints are not 
company-owned or managed.  

5. Recovery – The final step of NAC simply involves returning fuller access to a 
remediated device, per access control policies. Recovery culminates the primary 
“new” security philosophy begun with isolation – the notion that a dirty or 
exposed connection can be cleaned while remaining on the network rather than 
just dropped immediately. 

How NAC Adds Value 
If you think about NAC at its broadest level, it is simple to see the value proposition. 
NAC provides just-in-time security to address the growing problem of the dynamic, 
porous network where there is reason to believe that endpoints are not always 
“known” by the applicable management and control components.  

It works “just-in-time” 
In the late 1980s, anti-virus vendors demonstrated the value of “on access” (real-
time) protection versus “on demand” batch scanning of files on systems. NAC takes 
this concept to the network, looking for risks at the point in time when it becomes of 
significant concern – just prior to receiving full access to a network of sensitive 
targets including other endpoints and enterprise servers.  

It assists legitimate users with vulnerable systems 
Many users are not even aware that their endpoints have security weaknesses. NAC 
can ensure that the dirty endpoint’s “muddy sneakers” don’t track mud all over the 
network “white carpet” that has just been vacuumed. Security violations are often 
unintentional and stealthy enough to remain unidentified to the end user. 

It provides the ability to inspect unmanaged endpoints 
It is common these days to allow many different endpoints onto networks, even if 
they aren’t controlled by the organization. They may be employee-owned endpoints, 
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contractor laptops, or mobile devices of some transient population. In any case, NAC 
provides the control necessary to allow access to a limited set of resources. 

It provides an opportunity for remediation 
Coarse firewalls and intrusion prevention devices simply drop the connection 
attempts of violating endpoints with no attempt at resolution. NAC solutions create 
an opportunity for “redemption” to endpoints by providing an area where an 
endpoint can be remediated while it also makes use of a limited set of resources. 

Common NAC Limitations 
Perhaps one of the most valuable things about NAC is that it forces an assessment of 
the existing security posture before allowing an endpoint access to the network. 
Enterprises that deploy NAC solutions are typically filling a known gap in their 
security architecture, but they must also be aware that NAC has its own set of 
weaknesses. These weaknesses stand out when the evaluations begin. Here are the 
most prominent ones: 

It is point in time, not continuous 
Since NAC operates only during an endpoint’s session initiation process, 
opportunities for further exploitation still exist after the connection is granted. 
Endpoints may have malware operating in stealth mode, be compromised locally 
(e.g. through a hotel “hot spot”) while being connected remotely, or may be only 
posing as a legitimate resource, with an attacker using stolen credentials.  

It provides incomplete information 
There is a tradeoff in NAC between the user’s time expectations for network 
connectivity and the time it takes to thoroughly inspect a system. Given that 
tradeoff, NAC solutions have programmed assumptions, such as treating a system 
with an out-of-date antivirus signature as a threat. NAC solutions use varying 
techniques in this regard, all of which come with their own set of flaws. When time 
is of the essence, shortcuts must be taken. 

It focuses on configured state and not activities 
A NAC inspection most commonly involves evaluating the state of configured 
resources – firewall policy configuration, anti-virus signature file status, patch levels, 
etc. With the advent of “drive-by” exploits that install malware into memory as well 
as the usual opportunities for compromise after session initiation, simply looking at 
configuration “symptoms” does not fully address the risk “disease” – and the 
possibility that a threat is already on the system. 

It creates a “leper colony” of quarantined endpoints 
Remediation is great, but may be difficult if out-of-policy, high-risk endpoints are all 
grouped together in a quarantine area. With the wide variety of potential violations, 
these endpoints may be collecting and sharing infections such that they will never 
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Architecture Decisions 
There are two key architecture 
decisions that must be addressed 
when deploying a NAC solution 
that is intended to provide strategic 
LAN security – its location within 
the network and whether to use an 
inline or out-of-band (OOB) 
solution. 
Network Location – Traditional 
security solutions have been 
deployed on the perimeter of a LAN 
– usually between the Internet and 
the Intranet, but more commonly 
now at key WAN connections. NAC 
solutions are associated directly 
with endpoints, however, so the 
closer to the endpoints, the more 
likely a NAC solution will be able to 
catch peer-to-peer traffic and 
maintain full awareness of endpoint 
activity while resisting evasionary 
tactics such as spoofing. 
Inline vs. OOB – NAC solutions 
can operate independently as inline 
network devices or out-of-band on 
network taps and span ports that 
rely on existing network equipment 
to enforce policy. The OOB NAC 
solution will have difficulty meeting 
the criteria set forth in this section 
since it typically operates only on 
connection initiation and maintains 
no persistent details about network 
traffic. Its reliance on other 
equipment assumes a level of 
complexity (e.g. to isolate individual 
endpoints) and scalability that 
doesn’t exist in today’s network 
devices. 
 

actually be fully remediated. The risk is exacerbated with unmanaged endpoints that 
may be infected in the quarantine area and then spread that infection in other public 
networks without remediation capabilities. 

From NAC to LAN Security: Best Practices 
There are so many different NAC approaches - 
each with their respective strengths and 
weaknesses that it quickly becomes difficult to 
assess what NAC is without rethinking what LAN 
security is. Thus, it is more useful to extend NAC 
and identify the requirements for a 
comprehensive LAN security solution. 

There are a set of key requirements for LAN 
Security that drive the way enterprises should 
think about controlling network access. Listed 
below are some recommendations. 

Authenticate Users 
From a standards perspective, there really is no 
specific requirement to authenticate users to gain 
network connectivity. Indeed, in the cases of 
public networks, such as hotels or public hot 
spots, it would be very challenging to implement. 
However, in the majority of enterprise scenarios, 
we now have an opportunity to implement 
network authentication, and enterprises benefit by 
taking advantage of it. Without authentication, 
organizations must make assumptions about 
identity and decisions about access control that 
may significantly impact user productivity and 
increase availability risk. 

Isolate Non-Conforming Users 
Using a general containment area such as a VLAN 
to house the endpoints that are non-conforming 
creates the potential for recursive infections. 
Presumably endpoints that are contained are 
infected or of greater risk than a normal 
population. However, there is no reason to believe 
that endpoints will all have the same problem. 
The recursive infection or compromise creates 
situations where endpoints are compromised with 
different exploits while in the quarantine area. 
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Monitor All Endpoints 
The weakening and expansion of the perimeter (e.g. through wireless access points) 
puts the entire LAN environment at risk. It seems reasonable to assume that roaming 
and/or unmanaged endpoints may represent higher level of risk, but certainly every 
node on the network carries a level of risk that should be monitored closely.   

Monitor/Detect Endpoint Threats Continuously 
While the benefit of NAC is “just-in-time” it is also, as mentioned “point-in-time” 
and security controls are best employed “all-the-time.” At the time of entry an 
endpoint is expected to be at highest risk to the enterprise simply because little is 
known about it, but if little is known about any endpoint at any time, the nature of 
the problem is magnified. Intelligent adversaries and propagating threats will not be 
identified by most NAC solutions. An organization must assess all endpoints and 
monitor them continuously in order to protect against the endpoint threat to its 
neighbors and the overall network. 

Employ Identity-based Access Control 
Enterprises today often have a robust access control paradigm in place for systems 
and applications.  Some examples include: the use of a menu on a mainframe; 
“screen” controls on ERP applications; web servers provisioning of fine-grain access 
control to web service objects; and file servers limiting access to the file system. It is 
time to apply the same thinking to network access and resources. With distributed 
resources, network paths become more important to identify and control, both for 
providing access and also to monitor activity for auditing purposes. 

Spire ViewPoint 
Thinking about NAC and its successor LAN security as if they are a product or point 
solution for endpoint integrity verification is inappropriate. NAC needs to be the 
first step in a strategy that evolves into a more comprehensive approach to solving 
LAN security challenges.  Informed by real-world risk considerations, this strategy 
should include the specifics of today’s complex LAN environments - from the single-
perimeter to a set of perimeters with more closely aligned understanding of the 
resources that are available for access, the endpoints that are requesting that access, 
and the decision criteria for granting the access. 

As NAC gains in popularity, it is useful to understand its place in the security realm. 
Essentially, NAC is a set of valuable compromises in the short run; it provides an 
opportunity to address high-risk scenarios like unmanaged and uncontrolled laptops 
while architecting a more strategic solution. To this extent, it is important to think 
about NAC in a persistent state – one that is always on and always used for every 
endpoint on the network, upon entrance and in continuous fashion. 

Inevitably, any in-depth review of security objectives for a NAC solution leads an 
enterprise to a full-fledged LAN security solution. NAC is unlikely to provide 
comprehensive coverage for the many different points of attack and types of exploits 
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that exist in the real world to do anything other than providing a tactical solution to 
a strategic problem – use it in the short term, but not without carefully considering 
the LAN security requirements for the near future. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Contact Spire Security  

To comment about this white paper or contact Spire Security, LLC about other security 
topics, please visit our website at www.spiresecurity.com. 

This white paper was commissioned by Nevis Networks. All content and assertions are 
the independent work and opinions of Spire Security, reflecting its history of research in 
security audit, design, and consulting activities. 

Spire Security, LLC  I  P.O. Box 152  I  Malvern, PA 19355 
www.spiresecurity.com 
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